Apples Al Security One-Pager

Data handling, access control, and Al workflow boundaries

Security Principles
e Least-privilege access for connected accounts and APIs.
e Data minimization: connect only systems needed for the approved workflow.
e No public exposure of customer credentials, private files, or raw infrastructure details.

e Human approval for outbound email, SMS, social, payment-impacting, compliance-sensitive, or
customer-commitment actions.

Operational Controls
e Scope of work defines allowed actions, blocked actions, launch criteria, and workflow owner.
e Logs and audit trails capture automation runs, failures, approvals, and manual overrides.
e Weekly review during first production month converts repeat failures into prompts, rules, tests, or Ul controls.

e Rollback path documented before production use.

Al Disclosure
e Al voice or chat experiences include clear disclosure where applicable.
e Automated drafts are labeled as drafts until approved by customer operator.

e Public case studies require customer approval before names, metrics, or screenshots are published.
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